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	Guidance for receivers
Protected Disclosures (Protection of Whistleblowers) Act 2022

	


The Protected Disclosures (Protection of Whistleblowers) Act 2022 enables a person who becomes aware of serious wrongdoing in their work environment to report this within their workplace (to their employer) or externally to an appropriate authority.
This document provides information and guidance for any person who may receive a protected disclosure.
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[bookmark: _Toc222995632]Receiving and dealing with protected disclosures
This document provides guidance for employers and appropriate authorities[footnoteRef:2] on receiving and dealing with protected disclosures. [2:  	An appropriate authority includes the head of any public sector organisation, an Officer of Parliament and the membership body of a profession with the power to discipline its members. See  Meaning of ‘appropriate authority’ – a Protected Disclosures Act guide.] 

[bookmark: _Toc200966295][bookmark: _Toc200966353][bookmark: _Toc222995633]Background
The Protected Disclosures (Protection of Whistleblowers) Act 2022 (PDA) supports people to report serious wrongdoing in their workplace. The PDA applies to all organisations and workplaces, including the public, private and non-profit sectors.
This guide is for anyone who might receive a protected disclosure. This could be the head or deputy head of an organisation, or any other person who has been nominated by the organisation to receive a protected disclosure. 
While the PDA provides a framework for what to do when you receive a protected disclosure and creates specific protections for disclosers, there is some flexibility about how to respond to a protected disclosure. This guide outlines best practice for responding to protected disclosures, outlines the key differences between complaints and protected disclosures, and the key responsibilities of organisations when handling protected disclosures.
[bookmark: _Toc200966296][bookmark: _Toc200966354][bookmark: _Toc222995634]Procedures for handling protected disclosures 
As an employer, establishing internal procedures that set out how your organisation will handle disclosures will provide a strong foundation for you to work from when dealing with a protected disclosure. Having internal procedures that are accessible and clearly visible to your staff can also help foster a culture of speaking up about wrongdoing by setting clear expectations for staff about how a disclosure will be handled. This is a legal requirement for public sector organisations, and is best practice for any organisation looking to strengthen its capacity to receive and deal with protected disclosures. 
For organisations that are appropriate authorities, you can also expect to receive protected disclosures from people employed in other organisations. Having a procedure for this situation helps to ensure your staff are aware of their obligations and best practice for handling disclosures about other organisations.   
For detailed guidance on the PDA and establishing procedures for handling protected disclosures, please refer to the Ombudsman’s publication, Protected disclosures – guidance on internal policies and procedures.
[bookmark: _Toc200966297][bookmark: _Toc200966355][bookmark: _Toc222995635]Handling a protected disclosure
This section sets out key considerations and steps to take when you receive a protected disclosure. 
These steps should be taken by the person nominated by your organisation to respond to the disclosure. The nominated person may be the person who received the disclosure, or someone else if that is considered more appropriate. The nominated person should be identified in accordance with your organisation’s procedures, with regard to any potential conflicts of interest and the need to keep the disclosure and the identity of the discloser confidential as far as possible. 
These steps should all be taken within 20 working days of receiving the protected disclosure, unless further time is needed to deal with the matter. At a minimum, you should complete the first step to engage with the discloser within 20 working days, and then keep the discloser informed and regularly updated on progress. 
[bookmark: _Toc200966298][bookmark: _Toc200966356][bookmark: _Toc222995636]1) Engage with the discloser
Once a protected disclosure is received, you should, as a first step, engage with the discloser to acknowledge receipt, consider the disclosure, and check whether they have made the same disclosure elsewhere. You should also confirm your contact details and how the discloser wishes to communicate. 
This can also serve as an opportunity to explain to the discloser how protected disclosures are handled by your organisation, the nature of the protections they are entitled to, and what to expect in terms of your communications and timeframes while you deal with the matter.
You can also talk to the discloser about any concerns or worries they may have about the process, and discuss how to address those concerns and what support you can provide for them.[footnoteRef:3] For employers, this could include a staff member to act as the discloser’s day-to-day support person, as well as access to professional support as necessary and appropriate.[footnoteRef:4]   [3:  	Australian research suggests 43 percent of whistleblowers experience extreme stress, and 62 percent some stress. See Protected disclosures – guidance on internal policies and procedures, page 21-22.]  [4:  	For example counselling, legal advice. ] 

If a disclosure is made verbally, you should summarise your understanding of it in writing, provide this to the discloser and seek confirmation that it accurately reflects what they wish to disclose.
In all situations, but particularly when the discloser’s concerns are not immediately clear to you, it can be helpful to engage further with them to better understand the nature of their concerns. This may include seeking more information from the discloser.  Depending on the preference of the discloser, a face-to-face meeting may be the best first step. This can provide an opportunity to seek further information where required from the discloser, to explain the protected disclosures process (including how their identity will be kept confidential), and answer any queries the discloser may have. Meeting in person will also send the message that your organisation is taking the concerns seriously. 
	Whistleblowing, emotions and impartiality
Whistleblowing, at any stage of the process, can be very stressful and emotional for disclosers. This could be due to several reasons, such as the nature of the disclosure, their proximity to the concerns being raised, or even their own personal and professional experiences. Expression of emotions is human and can and should be expected when receiving a disclosure. This must not impact your objective assessment of the concerns. In other words, emotions do not diminish the validity of ones concerns. 



[bookmark: _Toc200966299][bookmark: _Toc200966357][bookmark: _Toc222995637]2) Decide what steps to take
Review the disclosure and consider what action you should take. 
The options open to you are to: 
investigate the disclosure;
take or recommend action to address any serious wrongdoing;
refer the disclosure to another organisation; or
decide that no action is required.  
If the disclosure contains clear evidence of serious wrongdoing, you may be able to act directly on the information received without conducting an investigation. If the disclosure contains unsupported allegations, or if you are unsure whether serious wrongdoing has occurred, you should consider investigating the matter. Alternatively, you may decide to refer the disclosure to another organisation if you think they are best placed to deal with the matter. It can be helpful to seek legal advice at this stage.
Further information about these options is set out below. 
[bookmark: _Toc200966358][bookmark: _Toc222995638]Investigating the disclosure
Consider whether there is someone in your organisation, such as a lawyer, board member, or human resources professional who has the knowledge and experience to investigate the matter. Ensure that the assigned investigator has no actual or perceived conflicts of interest with the concerns alleged.
If the alleged serious wrongdoing relates to a senior member of your organisation, is highly complex or technical, could result in significant liability for your organisation, or if you’re concerned that there isn’t anyone in your organisation with the skills and experience to investigate, you might wish to consider engaging an external person, such as lawyer or consultant, to do this on your behalf, or to seek general guidance from the Ombudsman.
If you plan to conduct an investigation, it can be helpful to refer to the Ombudsman’s checklist on protecting whistleblower confidentiality for guidance on how to keep the discloser’s identity confidential while investigating.[footnoteRef:5]  [5:  	Discussed further below, under Confidentiality.] 

The aim of the investigation should be to establish the facts of the matter, to consider whether serious wrongdoing or any other matter of concern has occurred and, if so, to make recommendations to address those concerns. 
It can be helpful to have terms of reference for the investigation, setting out the issues that will be considered, how relevant parties will be engaged during the investigation, expected deliverables and timeframes, and how the outcome will be reported on and to whom. Where appropriate, draft terms of reference should be shared with the discloser and other parties to the investigation, with an opportunity for them to provide feedback, before the terms of reference is confirmed. Where appropriate, the finalised terms of reference should also be provided to the discloser and any other relevant party
The investigation should follow a fair process and observe natural justice. The investigator should: 
have access to all relevant information;
act independently and have an open mind;
consider all information and evidence carefully; 
act without undue delay; and 
keep the matter confidential as far as possible, with information only disclosed if necessary to properly review the matter, and with particular attention to the requirement in the PDA to keep the identity of the discloser confidential.[footnoteRef:6]  [6:  	With some exceptions, see section 17 of the PDA. ] 

The discloser and any other party to the investigation must also be given a fair chance to: 
present their position; and 
comment on any adverse findings against them before a final decision is made. 
Providing those involved with an opportunity to comment can help the investigator to: 
check they have the correct facts; and 
identify any major issues that may be of concern to the person and which they may seek to challenge later on if they are not addressed.
Once the investigation is complete, consideration should be given to how the outcome is reported back to the discloser. 
[bookmark: _Toc200966359][bookmark: _Toc222995639]Addressing serious wrongdoing
If you receive a disclosure that contains clear evidence of serious wrongdoing or another matter of concern, or if an investigation establishes that serious wrongdoing or another matter of concern has occurred, you should either take action or recommend that action be taken to address the matter. This might include:
reconsidering or changing a decision; 
providing information or correcting records; 
providing an apology[footnoteRef:7] or other redress to people who have been affected;   [7:  	See the Ombudsman guide He rauemi tātaki ea – A resource for offering an effective apology.] 

updating policies, procedures or practices; 
providing staff training or coaching;
improving staff oversight and monitoring;
initiating disciplinary proceedings; 
increasing awareness of policies that can help prevent serious wrongdoing, such as codes of conduct;  
notifying an appropriate regulatory or oversight body (if the matter is related to regulatory compliance, or misconduct by a member of a regulated profession); 
taking regulatory or oversight action (if you are an appropriate authority); or 
(where there has been an offence) notifying a law enforcement agency such as Police or the Serious Fraud Office.
[bookmark: _Toc200966360][bookmark: _Toc222995640]Referring the disclosure
If you are the employer, you can refer the protected disclosure to an appropriate authority. 
If you are an appropriate authority, you can refer the protected disclosure to the employer or to another appropriate authority. 
There are many reasons you may consider referring a protected disclosure, such as:
you may not have the best knowledge, expertise or resources to consider the matter;
it may be more efficient and effective for another organisation to consider the matter (including the employer concerned);
you may not have jurisdiction or power to investigate the alleged serious wrongdoing (for example, if the serious wrongdoing is an offence);
you may not have the power to discipline an alleged perpetrator; or
if you are the employer, you may be concerned that the disclosure alleges serious wrongdoing that is pervasive or that implicates the management of your organisation.
Schedule 2 to the PDA provides examples of appropriate authorities who you may refer a matter to for particular concerns. If you are unsure which appropriate authority is best placed to consider the matter, you can contact the Ombudsman for advice and guidance.
Before referring a disclosure you must consult with both the discloser and with the intended recipient of any proposed referral.
If you are an appropriate authority, and you refer the disclosure to the employer, then the employer must inform you of how it has dealt, or is dealing, with the matter. 
[bookmark: _Toc200966361][bookmark: _Toc222995641]Taking no further action
In some circumstances, you may decide that no action is required. This may be because:
the requirements of the PDA are not met, namely: 
the person who has made the disclosure does not meet the description of ‘discloser’[footnoteRef:8] (ie they do not work for the organisation concerned); [8:  	See section 8 of the PDA.] 

the discloser does not have reasonable grounds to believe there is serious wrongdoing; 
the discloser has not made a disclosure in accordance with the requirements in the PDA—to an appropriate authority, to the head or deputy head of their employer, or in accordance with their employer’s internal procedures; 
the disclosure has been made in bad faith; or 
the substance of the disclosure does not meet the description of ‘serious wrongdoing’[footnoteRef:9] under the PDA; [9:  	See section 10 of the PDA. ] 

the length of time between the alleged serious wrongdoing and the disclosure makes an investigation impracticable or undesirable; or
the matter that the discloser has raised is better addressed by other means.
Even if you do not consider that the concerns raised amount to ‘serious wrongdoing’ as defined in the PDA (or that other requirements of the PDA have been met), you should still consider whether to take action. Where concerns about conduct are raised, an organisation should be committed to resolving those concerns regardless of their severity, and whether or not the PDA applies. 
If you decide that no further action is required, you must inform the discloser of your decision and your reasons for making the decision. 
It is also good practice to: 
advise the discloser of their ability to make a disclosure to an appropriate authority[footnoteRef:10]if they are dissatisfied with your decision and consider the alleged serious wrongdoing remains unaddressed; and [10:  	If a discloser believes on reasonable grounds either: that you did not handle the disclosure in line with the provisions of section 13 of the PDA; or that the serious wrongdoing remains unaddressed, section 14 of the PDA provides that they are also entitled to make a protected disclosure to a Minister of the Crown.  Section 14 applies regardless of whether your organisation is in the public or private sector.] 

if your organisation is a public sector agency, advise the discloser that they can make a complaint to the head of your organisation and then to the Ombudsman if they are dissatisfied with your decision. 
[bookmark: _Toc200966300][bookmark: _Toc200966362][bookmark: _Toc222995642]3) Inform the discloser
Once you have engaged with the discloser and decided what steps to take, you should inform the discloser what you have done (or are planning to do) to deal with the matter, including reasons for the steps you have taken. 
[bookmark: _Toc200966301][bookmark: _Toc200966363][bookmark: _Toc222995643]Protections for disclosers
A person who makes a protected disclosure in accordance with the PDA has legal protections against: 
being identified as having made a disclosure; 
being retaliated against by their employer for having made a disclosure; 
being victimised by anyone for having made a protected disclosure; and 
any civil, criminal or employment proceedings that arise because they have made a protected disclosure. 
This section discusses your obligations to ensure disclosers are protected.
[bookmark: _Toc200966302][bookmark: _Toc200966364][bookmark: _Toc222995644]Confidentiality
A person who makes a protected disclosure is entitled to confidentiality of their identity. This means that you, as a receiver, have an obligation to exercise your best endeavours to avoid revealing any information that might identify a person as having made a disclosure. 
When handling a disclosure, you should consider: 
who has access to information about the disclosure and the discloser, and how access to this information can be limited; 
how to communicate with the discloser without identifying them to their colleagues or manager; 
how to investigate a disclosure or take action to address serious wrongdoing without inadvertently revealing the identity of the discloser; and
if you need to interview the discloser as part of an investigation, how to do so without identifying them as the discloser.
Further guidance is available in the Ombudsman’s Checklist: Protecting whistleblower confidentiality.
Protection of the discloser’s identity is not absolute—it can be waived with the consent of the discloser, or in situations where you believe it to be essential to identify the discloser in order to effectively investigate the matter, to comply with natural justice requirements, to assist an investigation by law enforcement, or to prevent a serious risk to health and safety or to the environment. The requirement that you believe it to be essential to identify a discloser is a high threshold—you should pursue all other available options before relying on this provision. This might look like providing a summary or redacted version of the disclosure to a person under investigation to comply with the principles of natural justice, or gathering information or evidence about the matter of concern from other sources. For example, if the concern was about monetary fraud, you could look at financial records as a first step to identify a basis for investigation without necessarily revealing there had been a protected disclosure.   
If you believe it is essential to identify the discloser to effectively investigate the matter, or to comply with the principles of natural justice, you must consult with the discloser before identifying them. If you believe it is essential to identify the discloser to assist a law enforcement investigation, or to prevent a serious risk to health and safety or the environment, you should attempt to consult the discloser first – however, if that is impractical, you may identify them and inform them that you have done so afterwards.
You can ask the Ombudsman for further guidance about the duty of confidentiality at any time. 
Revealing a discloser’s identity in breach of your confidentiality obligations is an unlawful interference with their privacy under the Privacy Act 2020. If a discloser is concerned that their confidentiality protection has been breached, they can complain to the Privacy Commissioner. The Privacy Commissioner may investigate the alleged breach.  
If your organisation is a public sector agency, a request for information under the Official Information Act 1982 or Local Government Official Information and Meetings Act 1987 may be refused if the information might identify the discloser.
[bookmark: _Toc200966303][bookmark: _Toc200966365][bookmark: _Toc222995645]Anonymous disclosures
People are able to make an anonymous protected disclosure to their employer, or to an appropriate authority. This is envisaged in section 30(3) of the PDA, and reflected in the Ombudsman’s guidance on PDA policies and procedures which says organisations should ‘anticipate receiving anonymous disclosures of information, and suggest ways in which this can be done’. 
The fact that a disclosure has been made anonymously should not be considered an automatic barrier to dealing with the disclosure. In some cases it can be challenging to investigate an anonymous disclosure. For example, you may not be able to contact the discloser to seek information necessary to properly investigate the matter. However, in other instances you may be able to gain sufficient information from the disclosure and/or alternative sources for an investigation to proceed.
[bookmark: _Toc200966304][bookmark: _Toc200966366][bookmark: _Toc222995646]Protection against retaliation and victimisation
If you are the employer, you have a legal duty not to retaliate in any way against the person who made the disclosure, or to treat them less favourably than any other person. If your organisation retaliates against an employee for having made a protected disclosure, the employee has a personal grievance under section 103(1)k) of the Employment Relations Act.
Retaliation includes: 
dismissal or retirement;
not providing the discloser the same opportunities as other staff, such as in their terms and conditions, benefits, or opportunities for training, promotion or transfer; and
treating the discloser differently from other staff to their detriment or disadvantage. 
Disclosers are also protected from being victimised by anyone (including other staff) as a result of making a protected disclosure. 
You should take all reasonable action to ensure the discloser is not retaliated against or victimised. For example, if the discloser has agreed to waive the confidentiality of their identity, you may wish to inform their manager and/or your organisation’s human resources staff, and advise them of the discloser’s protection against retaliation and victimisation. If the discloser wants their identity to remain confidential, you should endeavour to keep any action being taken in response to the disclosure confidential. If other staff need to be made (or become) aware there has been a protected disclosure, you should remind them of their obligation to remain professional, and not to treat the discloser (or anyone they suspect of being a discloser) differently than they would any other colleague. 
[bookmark: _Toc200966305][bookmark: _Toc200966367][bookmark: _Toc222995647]What to do once you’ve dealt with a disclosure
Receiving and dealing with protected disclosures can be complex and at times stressful. However, it can also provide valuable insights into an organisation, and how to foster a culture of speaking up. 
Once you’ve dealt with a disclosure, it can be valuable to reflect on your process, what went well, and what can be improved. It can also be valuable to engage with the discloser to better understand what led them to speaking up, their experience of engaging with your protected disclosures process, and what could be done to foster a culture where people feel safe and supported to raise their concerns.
You should also think about your own wellbeing, and debrief with your manager or other relevant staff, including how to access professional support if you need it. 
[bookmark: _Toc200966306][bookmark: _Toc200966368][bookmark: _Toc222995648]Troubleshooting
[bookmark: _Toc200966307][bookmark: _Toc200966369][bookmark: _Toc222995649]Complaints and disclosures – key differences
While there are similarities between complaints and protected disclosures, they differ in some key ways. When handling any complaint or disclosure, the Ombudsman encourages agencies to follow the principles set out in his guide on Effective Complaint Handling. In addition to this, you should also consider the following when receiving and handling a protected disclosure:
Timeframes 
The PDA includes a timeframe of 20 working days for handling protected disclosures. While this timeframe can be extended where necessary, receivers should undertake to work towards this timeframe, and to communicate any changes to the discloser as soon as practicable. This is further discussed at page 3 of this guide.
Protections
The PDA places obligations on organisations handling disclosures to protect people who have made a disclosure. These include keeping the identity of the discloser confidential, and ensuring the discloser does not face retaliation or victimisation for having raised their concerns. For more information on obligations around confidentiality, please refer to the Ombudsman’s Checklist: Protecting Whistleblower Confidentiality.
Wellbeing of disclosers
The decision to make a protected disclosure can be extremely stressful, and can negatively impact on a discloser’s wellbeing. Organisations should be mindful of the pressures disclosers face, and endeavour to provide them with clear and open communication about the process being followed, the protections the discloser is entitled to, and how to seek recourse if they are concerned that their protections have been breached. If your organisation has access to wellbeing supports for staff, such as an employee assistance programme, you may wish to remind the discloser of their ability to access these services. You may also wish to consider designating a person to act as a single point of contact with the discloser so the discloser understands who to talk to about  their disclosure while your organisation is handling it.
Communication with disclosers
Related to the above, a discloser’s stress can also come from feeling the moral and ethical obligation to speak up and have their concerns resolved. Disclosers are often very invested in the process. Lack of understanding and lack of certainty regarding what is happening can often add to their distress. It is important to provide fulsome explanations and updates to disclosers to alleviate this stress. There may be information that cannot be shared, for instance, where a disciplinary process is involved and the organisation must protect a staff member’s privacy. In these instances, it would be helpful to flag this with the discloser at the earliest opportunity, to manage their expectations. This will help avoid the perception that an organisation has simply ‘swept the problem under the rug’. 
[bookmark: _Toc200966308][bookmark: _Toc200966370][bookmark: _Toc222995650]Frequent queries
“I don’t think the discloser’s concerns amount to serious wrongdoing – what should I do?”
If the discloser’s concerns don’t amount to serious wrongdoing, you should consider whether there are other methods of addressing them, whether by investigating the concerns as a standard complaint, increasing staff awareness of relevant policies and processes, or engaging in mediation. While in some instances you might decide not to take any further action, you should seriously and fairly consider whether there are other ways of addressing the discloser’s concerns first. This can demonstrate that you’re committed to developing an organisational culture that values the integrity, care and courage required for staff to speak up, and that your organisation is receptive to staff concerns.
“I don’t think the discloser is acting in good faith – does this mean they’re not protected?”
While a person might not be protected if they make a disclosure in bad faith, you should seek legal advice before proceeding on that basis, as this might have significant implications for the discloser and your organisation’s culture, as well as liability for your organisation if you are mistaken.
“Someone’s raised serious concerns with me, but they haven’t mentioned the PDA – what should I do?”
If the person is a discloser (ie an employee or similar), and they believe their concerns are about serious wrongdoing, they are making a protected disclosure. It is not a requirement for someone to mention the PDA while making a disclosure.
 “I’ve received a disclosure about something classified – what should I do?”
If you’ve received a disclosure about an intelligence agency, or that relates to classified information, you can contact the Inspector-General of Intelligence and Security (IGIS) for advice on how to proceed. Only IGIS is able to provide information and guidance to disclosers, or to act as an appropriate authority, for disclosures relating to intelligence agencies and/or classified information.
“I’ve received a disclosure about the New Zealand Defence Force – what should I do?”
If the disclosure is about Veterans Affairs, you should proceed as if it were any other disclosure. If the disclosure relates to any other activities of the New Zealand Defence Force, you can contact the Inspector-General of Defence (IGD) for advice on how to proceed. Only IGD is able to provide information and guidance to disclosers, or to act as an appropriate authority, for disclosures relating to defence information.
“I’ve received a disclosure about New Zealand’s international relations – what should I do?”
If you’ve received a disclosure about New Zealand’s international relations, you should check whether the disclosure contains classified information, or is related to an intelligence agency. If you are unsure if the information is classified, you should contact the Inspector-General of Intelligence and Security for advice. If the information is not classified and is not about an intelligence agency, you can contact the Ombudsman for information and guidance. Only the Ombudsman is able to act as an appropriate authority for disclosures relating to New Zealand’s international relations.
“I’m still confused, and I need help”
If you’re confused or unsure about what to do at any point, you can contact the Ombudsman to seek information and guidance on the PDA. 
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